Notes from MaryKay O’Donnell June 2010:

         Review other examples (again).
         Sarbanes Oxley is noted in the policy, but how and by whom records will be destroyed is not noted (and should be – procedures for destruction).
         “Custodian of records” is not noted – who prepares and stores the permanent records may be important (not by name, but by position).
         Discuss destruction of Conservation Easement drafts and if no conclusion can be reached at this time, save them for now and discuss again during your next Records Policy review in 2013.
         Expand and define list of “essential” records – those records that will be permanently stored - for both conservation easement and conservation lands files.
         Consider separating tradelands from conservation lands, as the records for permanently protected conservation lands will vary widely from non-conservation tradelands.
The Little Forks Conservancy
Records Retention Policy
Adopted April 9, 2009
The Little Forks Conservancy (“LFC”) recognizes that, in order to operate with the highest level of professionalism, efficiency, integrity and accountability, and to achieve our mission of conserving the land, water and scenic character of the Tittabawassee River Watershed, it is essential to maintain consistent, complete, secure, and authentic records. 

This policy relates to the retention and storage of financial, fundraising and general office records. There is a separate policy for Conservation Project and Stewardship Records. The retention schedule applies to all LFC records. 

Financial Records 

The Little Forks Conservancy is a public charity whose mission as an organization includes the responsibility for maintaining natural areas and preserves and monitoring and defending conservation easements. Thus it is imperative that LFC manages its finances and assets in a responsible and accountable manner. It is the policy of LFC to maintain complete, accurate and credible documentation of its financial management activities. 

LFC staff will follow generally accepted not-for-profit accounting principles to ensure clear and credible financial records. To the extent possible, internal controls and separation of duties will be established to prevent misappropriations and to ensure credible records. An annual independent audit by a certified public accountant will be performed. The auditor’s report will be made available to funders, members and donors. 

Financial records will be maintained by the Executive Director under the supervision of the Treasurer. These records include but are not limited to: accounting software, financial reports, budgets, reconciliations, invoices and receipts of payables, statements, deposit records, and relevant donor correspondence. 

Access to these records is limited to the Executive Director and the Executive Committee of the Board of Directors, due to the confidential nature of certain contents (e.g. payroll). Specific reports that do not contain confidential information will be made available to staff and volunteers as needed. The accounting software is password protected. Digital copies of financial reports are stored in a portion of the server that is password protected. 

Personnel Records 

Personnel files contain each employee’s personal information and work-related information. Personnel records are maintained for each employee and will be held confidential. 

Payroll Records  

All employees shall complete the appropriate forms and other records necessary to be placed on the payroll and acknowledge receipt of the Personnel Policies. Evidence of certain information for benefits and other personnel records will be required as a condition of employment. 

Reference Checks and Letters. To protect employee privacy, LFC restricts information about employment records from others unless written authorization by the employee is provided, or as required to provide information by law. The only information that will be released without written authorization is the dates of employment, position held and work location. Additional information will be provided when requested in writing and authorized by a signed release or other legal authorization, for mortgage verification, no-fault insurance claims, public assistance statements, miscellaneous credit references to legal agencies such as Social Security, Friend of the Court, and as required by law. 

Privacy of Personal Data  

LFC takes each employee’s privacy seriously, to protect the confidentiality of personal data (such as Social Security Numbers (SSNs) and medical information) that is obtained by LFC in the course of employment. All employees are required to have a SSN to be employed by LFC so that LFC can make adequate tax reporting. 

Documents containing personal data will be kept in confidential files. Except as required by necessary and legitimate business purposes, no employee may access personal data or keep, use, copy, or distribute another person’s data, or in any other way disclose another’s personal data. Anyone who accesses personal data for necessary and legitimate business proposes must do this in a manner that avoids access by unauthorized individuals and with the knowledge and approval of the Executive Director. 

When documents containing personal data are no longer needed and are scheduled to be discarded, such documents must be disposed of in a manner that ensures the confidentiality of the personal data. The Conservancy has developed a practice of shredding, electronically deleting, or otherwise disposing of confidential records, including documents containing SSNs. 

Fundraising Records 

Fundraising records are maintained in a donor software program. Access to this software is password protected. Documentation of donor intent (i.e. communications that accompany donations) for unrestricted gifts is kept in a file cabinet for one year and then shredded. If project or time use restrictions are placed on the gift the documentation will be kept for three years and then shredded. If the gift is designated as permanently restricted, (i.e. endowment) the documentation shall be kept indefinitely. 

Publications and Outreach Records 

All publications will be kept in an archive file for the purposes of creating a historical record of LFC’s activities and accomplishments. Other outreach records such as press releases and news articles will be saved accordingly.
Administrative Records 

Minutes of Board meetings and Executive Committee meetings will be maintained in a secure manner. The official signed minutes will be organized chronologically and maintained in a locking fireproof safe. 

Computer System and Records 
Access to the computer records of LFC is through employee password only. Each employee password allows a different level of access, according to access needs and position. The only employees who have complete access to all areas of the computer system are the Executive Director and members of the Executive Committee of the Board of Directors. 

The entire computer system is backed up daily. The prior week’s backup tape is stored off-site.
Notice of Legal Inquiry

In the event LFC receives notice of a legal inquiry into LFC’s operations, LFC shall preserve documents that are reasonably believed to be relevant to that legal inquiry. Documents relevant to legal inquiries shall be stored in LFC’s office in a fireproof safe.
Records Retention Schedule and Storage

A schedule for the retention of records and the storage location of originals and any duplicates is listed on the following page.
Annual Audit

An annual audit of the policy, procedures and storage of records will be conducted prior to the shredding or disposal of any records as prescribed in this policy to ensure compliance with the policy.

Records Retention Schedule and Storage

	Record Type
	Off-site
	Onsite Fireproof Safe
	Onsite Filing Cabinet

	Indefinitely
	
	
	

	Audit reports by accountants
	
	
	X

	Year-end financial statements
	
	
	X

	Tax returns
	X
	
	D*

	Conservation Easements
	X
	
	D

	Baseline and Photo Documentation
	X
	
	D

	Surveys
	
	X
	

	Approved Amendments to Conservation Easements
	X
	
	D

	Monitoring Reports
	X
	
	D

	Property appraisals or summaries 
	
	X
	

	Contact Records, easement correspondence
	
	
	X

	Approval letters for permitted uses and reserved rights
	
	
	X

	Deeds
	X
	
	D

	Title insurance 
	X
	
	D

	Minutes of Board of Directors Meetings
	
	X
	

	Articles of Incorporation and by-laws 
	
	X
	

	Amendments to by-laws 
	
	X
	

	Documentation of donor intent for permanently restricted gifts
	
	
	X

	
	
	
	

	Seven Years**
	
	
	

	Expired option records
	
	
	X

	Expired contracts, leases
	
	
	X

	Paid loan agreements
	
	X
	

	Employee W-4 forms
	
	
	X

	Payroll and related records
	
	
	X

	Records of payables and receivables
	
	
	X

	
	
	
	

	Three Years
	
	
	

	Employment personnel records (after termination)
	
	
	X

	Documentation of donor intent for temporarily restricted gifts
	
	
	X

	
	
	
	

	One Year
	
	
	

	Bank Reconciliations 
	
	X
	

	Correspondence (other than correspondence between LFC and landowners relevant to recorded conservation easements which shall be kept indefinitely)
	
	
	X

	Documentation accompanying donations
	
	
	X


*    D = Duplicate record stored in the Conservancy’s office.

**  Expired records shall be shredded in order to ensure the privacy of the records.
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